
Healthcare security, as an objective, is an incredibly challenging 
proposition. A safe and secure healthcare environment is not 
impossible, but it is much more than just “guns, guards and gates.” 
It requires subject matter expertise in a broad spectrum of subjects 
including operational, physical, network and cyber security controls 
while meeting and exceeding a myriad of ever-evolving regulations 
from just as broad a spectrum of agencies promulgating such rules 
and standards. In this, the first of a series of four papers, we will 
explore some of the more common issues in the healthcare security 
field and how the addressing of these issues is necessary for the 
continued safe provision of services for patients, staff and visitors to 
a healthcare facility. Before we discuss the “What” and the “How,” 
we should first seek to understand the “Why.”

Healthcare is one of the most regulated industries in the United 
States. In addition to the health and well-being of patients who 
are putting themselves into our hands and trusting us to take 
care of them, there are a significant number of security sensitive 
areas inherent to any medical facility, including urgent care sites,                     
diagnostic or treatment centers, and acute care hospitals. While 
hospitals often times have the luxury of a security guard force and 
significant physical security infrastructure to assist with the safety 
of staff and patients, many standalone facilities such as urgent care 
centers have similar patient populations without enjoying such 
protections. Many outpatient treatment centers similarly lack the 
training opportunities and other security-related prevention 
strategies that larger sites may have while still facing many of the 
same risks. Most such facilities have quantities of narcotics and 
other controlled substances that are often the target of theft by 
diversion. Monies and patient valuables are routinely collected and 
stored, and personal information (including your date of birth, social 
security number, home address, etc.) is recorded and stored as part 
of your electronic medical record. And with healthcare being the 
leading industry for workplace violence in this country today—
far surpassing other industries1—is it any wonder that an industry 
that deals with so much potential threat and risk on a daily basis is 
so well regulated?

The Leading Industry for Workplace Violence 

Regulations for the security of healthcare facilities are numerous, so 
let us review a few of the more common sources for such rules and 
what comprise the most often cited standards and guidelines. 
Recalling our previous categories of operational, physical and 
cyber security controls, let’s begin with operational security in the 
healthcare environment and the relationship that exists between the 
Centers for Medicare and Medicaid Services (CMMS) and various 
healthcare accreditation agencies such as The Joint Commission, 
the most widely utilized accreditation agency for healthcare in the 
US today2.

The CMMS is a federal agency under the U.S. Department of 
Health and Human Services which is responsible (in part) for 
administering the Medicare program and working with individual 
states to administer Medicaid and the State Children’s Health 
Insurance Program (SCHIP). Hospitals and healthcare providers 
must apply to participate in the Medicare program and if a hospital 
does not participate, it cannot accept or be reimbursed for providing 
services to Medicare patients. In today’s healthcare atmosphere, 
this is practically unheard of. In order to participate in Medicare, a 
hospital must meet certain minimum standards, called the 
Conditions of Participation (COPs) which are the regulations 
of CMMS.3 Hospitals are subject to inspections (or surveys) by 
CMMS to make sure that they are meeting current standards and 
such surveys may be conducted either on an annual schedule or 
“for cause” should a complaint or incident occur. Many times, 
CMMS contracts with states to perform the surveys and they will 
provide written guidelines interpreting their standards for the 
surveyors to assist them in performing the inspections. Among these 
Conditions of Participation are a set of Patient Rights Standards4, 
which include the following:
• The Right to participate in their plan of care, including the right to

receive visitors they designate;
• The Right to confidentiality of patient records;
• The Right to privacy and safety; and
• The Right to be free from all forms of abuse or harassment.
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Considering these Patient Rights alone, one can easily see how 
critical proper security in a healthcare setting can be, lest a lack of 
security measures result in harm to a patient or resident. When this 
happens, CMMS refers to such a situation as “Immediate Jeopardy.” 
The CMMS State Operations Manual5 defines Immediate Jeopardy 
(IJ) as “a situation in which the provider’s noncompliance with one 
or more requirements of participation has caused, or is likely to 
cause, serious injury, harm, impairment, or death to a resident.” If a 
healthcare facility receives an IJ rating and the deficiencies are not 
addressed in a timely and satisfactory manner, not only will they lose 
eligibility to receive Medicare and Medicaid funding, but they will 
also suffer many other negative effects such as increased insurance 
rates and negative branding due to the loss of accreditation, which 
can be financially devastating to an organization. For example, in 
June of 2018 a Washington state hospital failed a CMMS 
inspection related to safety and security risks to their patients, 
which resulted in a loss of approximately $53 million dollars per year 
in federal funding.6

Healthcare Security and Accreditation

While there are several healthcare accrediting bodies in the U.S., 
the most common is The Joint Commission. The Joint Commission, 
an independent, not-for-profit organization founded in 1951, 
accredits and certifies more than 21,000 healthcare organizations 
and programs in the United States. It is the only accreditor to 
incorporate evidence-based performance measurement into the 
accreditation process, and the only accreditor that provides a single 
accreditation manual chapter that integrates all its standards on 
patient safety into a patient safety system.7 Among these standards 
are the following examples that address security and safety: 

•  The facility manages safety and security risks (EC 02.01.01);
•  The facility protects the privacy of health information 
   (IM 02.01.01); and
•  Leaders create and maintain a culture of safety and quality 
   throughout the organization (LD 03.01.01)

While certainly well-known, The Joint Commission is only one of 
many accreditation agencies in the U.S. healthcare industry. The 
Urgent Care Association (UCA) is the most notable and widely 
recognized trade and professional urgent care association with over 
3,300 members and offers two levels of recognition and distinction 
for urgent care centers.8 There are also dedicated accreditation 
processes for rehabilitation facilities (CARF), diagnostic labs (A2LA) 
and many other types of facilities. Many of these agencies’ 

standards, as they pertain to security, are not prescriptive, which 
means that they can be broadly interpreted based upon the 
circumstances and findings of the surveyor during an assessment. 
Such subjectivity in regard to what may constitute a negative finding 
make it even more important that those who are responsible for the 
security and safety of a healthcare facility understand how this 
collage of rules and regulations from various entities work together 
to protect our patients. As an example, the UCA Physical 
Environment standards mention, in part, that the expectation is that 
access to and from areas identified as “security sensitive” should be 
controlled. They do not elaborate about how such access controls 
are to be implemented, just that if you have previously identified an 
area as security sensitive then additional physical security 
safeguards must be in place regarding access into such areas.

Security Regulation and Safe Environments

Next we will look at some common physical security standards, 
namely those created by the Occupational Safety and Health 
Administration (OSHA) and the National Fire Protection Association 
(NFPA). OSHA has issued multiple citations over the past several 
years to U.S. healthcare facilities for failing to provide a safe work 
environment for staff due to known issues of workplace violence 
under the provisions of the agency’s General Duty Clause. The 
clause states in part that “…employers are required to provide their 
employees with a place of employment that is free from recognizable 
hazards that are causing or likely to cause death or serious harm to 
employees.”9 OSHA also advises that “An employer that has 
experienced acts of workplace violence, or becomes aware of 
threats, intimidation, or other indicators showing that the potential 
for violence in the workplace exists, would be on notice of the risk 
of workplace violence and should implement a workplace violence 
prevention program with engineering controls, administrative 
controls, and training.”10  The issue of workplace violence has 
become so prevalent in U.S. healthcare that OSHA even teamed 
up with The Joint Commission to create Operation Assault Halt,11 
a collaborative approach between these two agencies to provide 
guidance and resources to limit such incidents. 

Hospital administrators have certainly taken notice that there is a 
very real cost to doing nothing. OSHA fines for serious violations 
and / or willful or repeated failure to abate them increased by 78% 
in 2016,12 and current fines as of this writing are in excess of 
$12,000 per violation (tenfold if the violation is repeated).13  The 
NFPA, traditionally a group dedicated to preventing harm and loss 
due to electrical and fire-related hazards (and already well known as 

a leader in life safety codes and standards for hospitals) has now 
also started to impact the security of healthcare facilities through its 
new NFPA 3000 Active Shooter / Hostile Event standard,14 meant 
as a guide for planning, response and recovery in the event of such 
a situation. Combined with OSHA verbiage from numerous 
guidelines (such as OSHA 3148 “Guidelines for Preventing 
Workplace Violence for Healthcare and Social Workers”15 and 
OSHA Instruction CPL 02-01-058 “Enforcement Procedures and 
Scheduling for Occupational Exposure to Workplace Violence”16), 
this decision by NFPA to portray what has traditionally been 
considered a security related event into a more “all hazards”
approach from an emergency management perspective has certainly 
evolved the way in which we consider appropriate and reasonable 
safeguards for our healthcare sites.

Cyber Security and Protected Health Information

Speaking of evolving and developing threats, none have been so 
creative and pervasive as those involving the security of medical 
information. Robust and scalable networks are a critical part of the 
success of any healthcare provider in today’s world, but if not 
managed and secured properly they can also be a part of their 
failure. Securing data, especially  electronic medical records and 
other protected and confidential patient information, is an often
overlooked part of an integrated security solution for healthcare 
facilities since not all intruders come through a door or window. 
As mentioned previously, CMMS, The Joint Commission and many 
other agencies clearly indicate that the security of an individual’s 
protected health information is important. In 1996, the Health 
Insurance Portability and Accountability Act, commonly known as 
HIPAA, was first instituted in order to improve the efficiency and 
effectiveness of a U.S. healthcare delivery system that was more 
and more reliant upon electronic information exchange and data 
storage. HIPAA’s final Security Rule was published in 2003 (taking 
effect in 2005) and provided, among its many protections, the 
Enforcement Rules which are provisions relating to compliance and 
investigations as well as the imposition of civil money penalties for 
violations of HIPAA standards.17 Later in 2009, the Health 
Information Technology for Economic and Clinical Health (HITECH) 
Act created several additional provisions regarding privacy and 
security issues related to the electronic transmission of health 
information. HITECH strengthened the civil and criminal 
enforcement of the HIPAA rules to the tune of a maximum fine of 
$1.5 million for certain violations.18  This was recently demonstrated 
in a 2018 ruling in which a large Texas medical center was 
penalized $4.3 million in civil fines for HIPAA violations, several of 
which involved the loss of patient data and protected information 

due to criminal activity and a lack of appropriate encryption for its 
devices containing such protected heath information (PHI).19

Because of the tremendous value of PHI to hackers and data 
brokers and the potential harm that it can cause victims (not just 
financial, but actual physical harm should information like allergies 
and diagnoses become altered), cyber security is a critical 
component of a healthcare security culture and must be viewed in 
conjunction with operational and physical security for a truly 
integrated and effective program to exist.

In Conclusion

Healthcare security, to the uninitiated, can seem an almost 
impossible task due to the incredible variety of threats and their 
ever-evolving nature. If one thinks of treating their security program 
as they do in terms of treating a patient, however, the concept 
begins to fit. A patient is not treated by any single caregiver during 
their stay, but a team of dedicated professionals each of whom 
brings their own knowledge and experience to the goal of making 
the patient well. Similarly, healthcare security should be a 
multi-disciplinary process, involving not only human resources, 
risk management, legal, information technology and other internal 
partners, but also specialists and subject matter experts in the field. 
Outside expertise is important to bring a fresh perspective and 
create the best outcomes not just in reaction to specific issues but 
to create and maintain a constant state of readiness regarding the 
security program. Preventive medicine, in which providers 
proactively work to keep their patients healthy, has a goal to 
“protect, promote, and maintain health and well-being and to 
prevent disease, disability, and death.”20 As part of the patient care 
team in our critical supporting role of providing a safe and secure 
healing environment, should we aspire to do any less?

Please join us for our next paper in the series in which we will delve 
deeper into common operational security issues and seek a better 
understanding as to their causes and how we can best mitigate 
them.

Solutions for a Safe, Secure and Welcoming 
Environment

Healthcare Security, for the IT, Networking and Security applications 
requires design, deployment and functional expertise in a variety of 
disciplines. As you, the healthcare provider, look to business 
partners to create and maintain the safe, secure and welcoming 
environment, ask the questions about the technology and the 
experience of your partner. Do they have experience with the 
technology they are recommending, do they have the design, 
deployment, service and support experience to meet the needs of 
your patient demands, the local needs and your corporate strategy.  
Most importantly, are they available to support you and your 
organization to maintain a constant state of readiness for your 
healthcare security and safety program.

In June of 2018 a Washington state hospital 
failed a CMMS inspection related to safety 
and security risks to their patients, which 
resulted in a loss of approximately $53 
million dollars per year in federal funding.6

“…employers are required to provide their 
employees with a place of employment that 
is free from recognizable hazards that are 
causing or likely to cause death or serious 
harm to employees.”9

HITECH strengthened the civil and criminal 
enforcement of the HIPAA rules to the tune 
of a maximum fine of $1.5 million for certain 
violations.18
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